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Memorandum

To: All Staff

From: Information Technology

Date: Sept 13, 2023

Re: Cyber Security Threat — Apple Devices

We wanted to inform all staff about a new cyber security threat which is targeting
Apple Devices. This cyberattack affects unpatched vulnerable devices such as
iPhone, iPad, Mac Computers, and Apple Watches.

Here is the list of known devices to be targeted:

* iPhone 8 and later

e iPad Pro (all models), iPad Air 3rd generation and later, iPad 5th generation and later,
and iPad mini 5th generation and later

e Macs running on macOS Ventura

* Apple Watch Series 4 and later

This threat has been resolved by Apple with their newest software updates for each
of these devices which include:
macOS Ventura 13.5.2,i0S 16.6.1,iPad0OS 16.6.1, and watchOS 9.6.2

If you are using any of these devices, please update the software to the newest
version possible. The following are links to instructions on how to update your
device:

iPhone or iPad Mac Computer Apple Watch

A potential infection to our network can cause data theft, and service disruption,
with the likely outcome of disrupting patient/client care. Information Technology
has taken many steps and precautions in the background to protect our networks,
systems and delivery of care but we count on you to be our first line of defense.

Please Contact the Help Desk with any questions at (807) 684-6411 or help@tbh.net

Informatics Mission: Inform. Enable. Transform.

Thunder Bay Regional Health Sciences Centre is a leader in Patient and Family Centred Care and a research and teaching
hospital proudly affiliated with Lakehead University, the Northern Ontario School of Medicine and Confederation College.
Le Centre régional des sciences de la santé de Thunder Bay, un hopital d’enseignement et de recherche, est reconnu comme
un leader dans la prestation de soins et de services aux patients et aux familles et est fier de son affiliation a I'université
Lakehead, a ’'Ecole de médecine du Nord de I’Ontario et au collége Confédération.


https://support.apple.com/en-ca/HT204204#:~:text=Go%20to%20Settings%20%3E%20General%2C%20then,passcode%2C%20then%20tap%20Install%20Now.
https://support.apple.com/en-ca/HT201541#:~:text=Choose%20Apple%20menu%20%EF%A3%BF%20%3E%20System,Preferences%2C%20then%20click%20Software%20Update.
https://support.apple.com/en-us/HT204641

