Cyber Security Month - Quiz Questions and Answers

Common words and phrases are safe for passwords as long as they:

A.
B.
C.
D.

Are easy for you to remember

Are at least 12 characters long and include a number and punctuation mark.
Are in a language other than English

None of the above, They are never safe.

Which is the following objectives of Malware?

A.
B.
C.
D.

Provide remote control for an attacker to use an infected machine
Investigate the infected user’s network

Steal sensitive data

All the above

Which of these statements is correct?

A.

B.

If you get an email that looks like it's from someone you know, you can click on any links as long
as you have a spam blocker and anti-virus protection

You can trust an email really comes from a client if it uses the client’s logo and contains at least
one fact the client that you know to be true.

If you get a message from a colleague who needs your network password, you should never
give it out unless the colleague says it's an emergency.

If you get an email from Human Resources asking you to provide personal information
right away, you should check if out first to make sure they are who they say are.

When can | disclose PHI if | don’t have the express consent of the person?

To a clinician.

To a colleague who is also providing care for the person and needs to know that information
to do their job.

To anyone who works in the hospital as they are bound by confidentiality also.

All of the above.

Under what scenario, it is OK to look at a person’s information in our information systems?

onw®

As long as | have access, it’s OK

When | am actively caring for the person and need to know that information to do my job
When a doctor asks me for the information

For my family members as | they already tell me all about their care



